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Abstract: Developments in science and technology have led to globalization in today’s world. Moreover, the devel-
opments have gone far beyond the concepts of time, space, and person; they have started to reach people rapidly
and easily, with individuality being reduced to a minimum. Thus, the boundaries on individuals’ life/space and the
values/elements belonging to this space have become transparent. The healthcare field has also taken its large share
from these technological developments, and the use of information technologies in the healthcare field has grad-
ually increased. Instant access to medical information has provided a rapid acceleration in the ease of information
exchange and care quality. However, this emerging picture of transparency has brought certain concerns about pri-
vacy and privacy violations. The concept of patient rights, which had begun being discussed alongside the adoption
of the Declaration of Human Rights, also embodies many significant principles such as respect for human dignity,
receiving patient approval in medical interventions, privacy, and respect for one’s personal life. Therefore, prevent-
ing these emerging concerns and protecting data about individuals’ private lives have become quite important.
The ethical requirements begun with the Hippocratic Oath have gained strength alongside the laws states have en-
acted about this issue, as well as the suggestions offered by various organizations and communities toward patient
confidentiality and privacy. In Turkey, activities of units established on this issue have been developing gradually
since the Patient Rights Code came into effect (1998).

Protecting individual rights and patients’ benefits is one of the primary responsibilities of healthcare professionals.
In this context, healthcare professionals essentially must activate patient autonomy by providing privacy and con-
fidentiality during the care and treatment process. Autonomy, which is an important part of patient-centered care,
is also a basic need and necessity.
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Confidentiality of Patient Medical Records

Limiting the transfer of information patients provide to the healthcare professi-
onals providing them care and receiving clear and precise approval with a specific
reason for being able to share this information in necessary cases underlie the con-
cept of confidentiality in medicine. Without confidentiality, patients have nothing
to gain in providing doctors/nurses with real and complete data about their subje-
ctive information. Therefore, confidential communication is the basis established
between healthcare professionals and patients. In this context, healthcare profes-
sionals have no stake in sharing patient data without the patient’s approval. Howe-
ver, cases that arise from a patient’s medical condition are not included in this
issue. Despite all the precautions taken and attention shown, individuals are seen
to give different reactions on the point of having their information shared. Clearly
certain factors will be effective on this point, such as establishing a relationship of
mutual trust, strengthening the belief that information will remain anonymous,
providing individual autonomy, and not exposing the patient to embarrassing pra-

ctices.

Patient data involve not only the objective observations, diagnoses, and test
results, but also certain subjective data such as the individual’s life style and ha-
bits. Therefore, disclosing this information leads to reputational loss and certain
material and moral consequences for individuals. Protecting confidentiality under
all conditions will prevent the potential of unintentional disclosure. Educating he-
althcare professionals on this issue so that this protection of confidentiality is also
maintained when the patient is not receiving any treatment from the doctor is

quite important.

Information Transfer and the Place of Technology

The concerns and worries raised by health information technologies regarding con-
fidentiality and privacy violations are as remarkable as the advantages they pro-
vide. The use of these technologies is seen to have become widespread, especially
in tele-medicine/tele-healthcare, electronic medical records, electronic clinical sup-
port systems, and online medical records. A great duty and responsibility has fallen
upon healthcare professionals to eliminate the potential disadvantages in using

these resources.

Electronic Medical Records. The electronic medical systems used today by
many healthcare institutions have given access to many patients’ data. This met-
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hod, which is a confidential and reliable practice, reduces medical error risks to a
minimum in portability, systematic drug therapies, communication between he-
althcare personnel, and drug examinations. Nevertheless, these systems’ specific
qualities, such as correct prescriptions, legible information, remote access to infor-
mation, and reminders on preventing disease are their advantages. Many countries
perform their studies effectively on presenting medical information in a confiden-
tial and reliable environment. In particular, the Health Informatics Committee has
been conducting certain studies on patient data usage over electronic mediums. In
addition, the World Health Organization has attached quite a lot of attention and

importance to this issue.

Although certain legal regulations exist about protecting the confidentiality of
patient data, the concerns and worries on this issue still continue. Healthcare pro-
fessionals have certain rights, such as monitoring, copying, or making change to
patient data. Nevertheless, they are also responsible for all kinds of legal processes
that can arise. Therefore, the key element in providing and maintaining confiden-
tiality will be to give authorized personnel access to these records. Many systems
are seen to have been used for providing this authorization, such as passwords,

fingerprints, retinal scanning, and face detection.

Internet. The Internet, which has gained power since the 20th century, has
become an important communication network. Especially along with the recent
usage of small-scale and mobile devices such as smart phones, tablets, and iPads,
access to the Internet and therefore to information has become quite easy. Today,
the great majority of individuals who struggle with serious diseases are seen to use
the Internet as their source of information. A portion of patients and doctors have
also been indicated to consider the Internet as a proper source in accessing reliable
information. The proliferation of smart phones is known to have increased the use
of the Internet in many fields, such as in education, disease diagnosis/manage-
ment, and drug therapy. Many methods, such as e-mail, texting and call systems,

are understood to be in use in the health field.

Social Media. Developments in Internet and mobile technologies have led to
changes on many issues, such as access to information, establishing communica-
tion, and sharing information/experiences; it has also led to the emergence and
proliferation of social media tools. When examining performed studies, more than
half of the patients are seen to use social media platforms for searching for health
problems, doctors, and treatment options. Patients are additionally known to play

an active part in social media for many purposes, such as sharing their feelings
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and opinions and being able to communicate with doctors. Doctors’ preferences on
using this platform is more for sharing clinical experiences, communicating with
colleagues, and conducting health advocacy. However, social media platforms are a
serious potential risk for confidentiality violations. Protecting the confidentiality

of patient information is also a responsibility for healthcare professionals.

Tele-Medicine. Tele-medicine, which has been a part of the healthcare system
since the 1970s, is a system that allows healthcare to be received from a distance by
patients who have limited access to care due to living in rural areas or other various
reasons. It has been identified as quite effective in conducting patient follow-ups
and benefitting from clinical results, especially in the post-operative period. This
system, which provides savings in time and distance traveled, has been noted to
make a noticeable contribution to medicine education and to be quite effective at
benefitting from clinical results. However, certain concerns exist about tele-me-
dicine weakening the doctor-patient relation, reducing the quality, causing secu-
rity problems, and negatively affecting care quality. Confidentiality violations have
been noted to frequently occur in this method by watching visual and audio data
intentionally or unintentionally. Receiving verbal and/or written signed informed
consent is required from patients, or in special conditions, from the patient’s rela-

tives.

E-Mail. Along with the development of online network systems, the doctor-pa-
tient relation that had been conducted face to face has been replaced by virtual me-
diums. Virtual mediums have been noted to increase the harmony in patient-do-
ctor relations, patient education, and follow-ups. E-mail being one of the oldest
electronic communication methods is also a dynamic and affordable method. It
has advantages such as providing doctors with the opportunity to answer their pa-
tients over a longer period of time. However, because e-mail is not a system desig-
ned especially for medical use, transferring data to the electronic medium becomes
difficult. Moreover, because data are not encoded properly, sharing data by either
the doctor or the patient becomes a danger due to certain risks such as hacking the

virtual medium or inadequate security precautions.

As a result; the developments in science and technology have also led to chan-
ges and advancements in medical information technologies. These involve many
potential advantages such as quick access to health information, faster and easier
information exchange, and increased quality in treatment and care. Although these
developments provide many advantages to the healthcare system, they are also

seen to bear many potential risks and obstacles such as confidentiality and privacy
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violations. In this context, the needs to take preventive precautions, to develop
proper systems, to make education plans, and to adopt an institutional policy have

arisen yet again.
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